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School term and holiday dates 2025 / 2026

Term Term begins Mid-term holiday begins Mid-term holiday ends Terms ends

Autumn 2025 Monday 1 September 2025 Monday 27 October 2025 Friday 31 October 2025 Friday 19 December 2025

Spring 2026 Monday 5 January 2026 Monday 16 February 2026 Friday 20 February 2026 Friday 27 March 2026

Summer 2026 Monday 13 April 2026 Monday 25 May 2026 Friday 29 May 2026 Monday 20 July 2026

Dyddiadau tymhorau a gwyliau ysgolion 2026 / 2027

Tymor Tymor yn dechrau Gwyliau hanner tymor - Gwyliau hanner tymor - Tymor yn gorffen

dechrau gorffen
Yr Hydref 2026 Dydd Mawrth 1 Medi Dydd Llun 26 Hydref 2026 Dydd Gwener 30 Hydref 2026 Dydd Gwener 18 Rhagfyr 2026
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Y Gwanwyn Dydd Llun 4 lonawr 2027 Dydd Llun 8 Chwefror 2027 Dydd Gwener 12 Chwefror Dydd Gwener 19 Mawrth 2027

2027 2027

Yr Haf 2027 Dydd Llun 5 Ebrill 2027 Dydd Llun 31 Mai 2027 Dydd Gwener 04 Mehefin 2027 Dydd Mawrth 20

Gorffennaf 2027

School term and holiday dates 2026 / 2027

Term Term begins Mid-term holiday begins Mid-term holiday ends Terms ends

Autumn 2026 Tuesday 1 September 2026 Monday 26 October 2026 Friday 30 October 2026 Friday 18 December 2026

Spring 2027 Monday 4 January 2027 Monday 8 February 2027 Friday 12 February 2027 Friday 19 March 2027

Summer 2027 Monday 5 April 2027 Monday 31 May 2027 Friday 04 June 2027 Tuesday 20 July 2027
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https://www.ysgolbryniago.co.uk/
https://www.instagram.com/ysgol_gynradd_gymraeg_bryniago/?__pwa=1
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Dydd Syl Dawi 02.08.2028 Saint David's Day ?
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Each project could receive up to £1,500.

Mae cais Ysgol Gynradd mi
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Safer.
Internet | Tuesday
Day 2026 [10February

Coordinated by the UK Safer Internet Centre
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Nosweithiau RhEeani n&arents
Bydd cyfl e i c hi drafddagwaiot Dosbahtpl ant yodygiddal
Mawrth, 03.03.2026. Cynhelir y cyfarfodydd wylndgb
Bydd yr ysgol yn defnyddio system apwynt ida dsayus t jeBno
hwn yn caniatau rhieni i ddewis noson ac amsejr a
wyntia@ ghdant . Fodd bynnag, os oes angen treffngu
cysylltwchtdgyda Dods bRa@nt ¢h yighowy u o hyn.
There wild.l be an opportunédtgchool yworkowdit bctubg ¢
parde@amtening this term. The meetings wiilldn bMo nhded jd,
02.03.2026 and Tuesday, 03.03.2026
KgllaYkk2dzif 22] dP2Y0Sd02Yko22] Kk, DD. NEYAI I2MXKG0o6l GSNp 2V
Bydd yr ysgol yn danfon dolen ar gyfer cregu
The school wi || send a |ink to al parents Jin
1. Cliciwch ar y ddolen. Byddwch 3 aft fdu
YGG Bryniago
Click on the link. 1t &ibobokiake §i. ... GG |IBr
2. Cliciwch ar ddosbarth eichu ¢ ot oyln
Click oné&yadrascshil d
m3. Dewiswch yr ael od C Jones (YGG Bryniago) f fleg h
Choose the memlilerl iokfe sttoa fnfe eyto. u
o 4 Dewi swch ddyddiad ar gyfer y cyfarjif @d
~ Choose the date of the meet 02g 0Q@t)0&8r & 6V
e % 15:30 15:40 15:50
5. Dewiswch amser y cyfarf = oo e h Wn
unod n8aiferoedd o fewn Dosbarth)
Choose a time for the meeting (tonrs wi i1 yvajry
depends on the number of pupils in each yegajr
6. Ychwanegwch wybodaeth amdanoch: E}i dh
(opsiynnol) ac enw e®B0b&pl entyn. CLICI§WC
Compl ete the information requested (fydur
mmemmm (OPtional) @ndameur Clkihec k dBOOK
7. Os ydych wedi bod yanp wy nwtyidaddi abnyndudsw cghy ©
ebost yn ca®ar mlalu ylwmyddi ad/ amser rif o
wedi hyn dlhiamigvec ty oaurr 0Ap p miorstome rytr a =2 dj b
angen i @hysddbdlD munud cyn yr apw il e
pl entyn.
I f you have been successful with th njg
forming yourlBpplendameat .ti me is no S u
onChange vyoubtYolhuoawkildngneed to attend hjo o
to your appointment ti e bionokosr.der t o oju r



https://outlook.office.com/book/YGGBryniago1@hwbwave15.onmicrosoft.com/?ismsaljsauthenabled

At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for turther guides, hints and tips for adults.

Tips for Encouraging Open Discussions about

\ DIGITAL LIVES

£ . ‘rhe online world is an entirely familiar and commonplace part of life for today’s children and young
pecple far more so than for previous generations. There are many positives to children being able to
occess online materials, so it's important not to demonise the internet, games and apps, and limit the .
% beneﬁt of their positive aspects. At the same time, we do have a responsibility to educate children
Gbolt the hazards they may encounter online (just as we would about real-world dangers) so it'ss

essential that we don't shy away from tclking to them about the complex andoften’sensitive = / g

Here are some suggestions for
kicking off conversations with your
child about their digital life ...

lhuda:m when

" APPROPRIATE TO THEIR AGE

At various stages, children and
: m

mo curious abou

rolationshi 'mt m -
made; and about sexual hoenh If \
umlﬁv.ow bgcu

EN AND HON.
BE OPEN AND HONEST, /’}‘

eund

qu ~ just find out for yourself and
go back to once you have the facts.
A\

REMIND YOUR CHILD THEY

CAN ALWAYS TALK TO YOU

‘ mmymmmwlm many children

mmm?o ui a W mn?:'%

harmful content m.y'v. onl

case itleads to w r devices

confiscated. Em) e to your chiid that

Y roulwcy'l“m#olhuncndhhg' B I

contont. then they are et o bieme < but. | KEEP TALKING!

tﬂ'd"&m It ""Pv CHIren  \/Tive mosk valuobIe GavVIce we Bon give is to keep
talking with your child obout their digital lives.

be resilient
against abuse or feel that 1ts ther job to You could ay situations to ask
prevent it. questions :30 r on Inu experiences.

R

Rebecta Jennings of RASE (Rai

airmost 20 yeory’ exp o ¢ ¢

and training to schools, coteges and othet ed

published author on the subject, she aiso advisss the Departy r»-.ni
Lducation on the staff-training slerment of the REHL curriculum

A/

THAT NOT
EVERYTHING WE SEE
ONLINE IS REAL

and iImmaculately decorated.
to your child that there are many
of the online worldhwhleh

skin al

As much as ible, try to calm
wmﬂywrml;wuyoua.b;mmon
o I. Our Innnd.l:hva o
a or

S oors ecmany osnos o a2y
we soit's e r
reaction as mmt or oonrygguld

detera chld speaki
about what they've Pﬂl 'avo younol!
time to oomldcr

x..%. ottoer famih
mmmmlmﬂwhloyouyn

considering your next steps.

“S CREATEA'FAMILY
AGREEMENT SR
Involving your whole household in

coming up with a fam reement
about p unmaﬁm‘

what parental
they’re important; and
. Lok saeh other GBOUL
800N Or QX|
and bad). Explai
rnlpehlldnnw
trusted adults, we want to make sure
they are well informed and kept safe,
children to have their say when

= eomlng up! with your family t
hrmonlikw stick
-3 hoitlntholong

N~

National

Online

Safety’
“H#WakeU pWednesday

@ www.nationalonlinesafety.com , @natonlinesafety n [NationalOnlineSafety @ @nationalonlinesafety
Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 01.02.2023




What paren(s need to know about

AGE RATINGS

i you have children, it s understandable
10 have concerns about the films and TV
thows theay watch, as well as the ?lrncl
they play. In this guide, we take a look at
the two official ways you can assess if a
particular title is switable for your child

Both the BBFC and PECGI have search
facilities on their websites that can be
used 10 look up individual titles so you

can check their ratings

RATINGS FOR FILMS, TV & MUSICVIDEOS RATINGS FOR GAMES
PEGI (Pan European Game Information) is & content rating system that

Since 1912, the BBFC (British Board of Film Classification) has with & minkmy
informed UK residents of the age suitability of filma, TV and mmﬂw.&mdub:smno’:d.:m
mm-mmacommmunmwwmnw a game. With sach game, PEG! also

descriptor that indicates the potential issues and

assess whether or not WMI&MM*.W:
and streaming video services concerns, including sex, viclence, bad language and drugs.

appliet to cinema releases,
such as Netflix.

WHAT ARE THE BBFC RATINGS?
Additional - M:““ and children to
particular

BOFC ratings are broken down INto sevEN AQR CATEGOIIes:
within a :-\..
discrimination. gambli rugs

@ mhmmwm
./-iji A ratings can » good level of Information to help make
Informed ions regarding the sultability for your child

Univerial suitabie P Gusdar<e h“l‘.:e'l'" ;':'.irﬂ.y‘w PEGI age ratings are broken down into five Categories
- - bt

tor ol ager requred "
) = || 310 12 16 18

Sartabibe lor Swtabie lor peaple  Adutt .t sy ailatiiv in
en ed Cmernas and
presuling retaderny

people aged 13 aged 18 and over we
and over ¢

PEG! content destriptorn are broken down inte eight categories

pallellal 1] ¥ Sk 4

Accompanied with the age suitability rat GBFC also provide an
sddionai g e e s wna e eI LIMITATIONS OF PEGI RATINGS

v .
asy : content, viclence and anything you may
» for your child. In addition to this, the =
to buy games online without a required

consider to be ina
content is also rated in three levels: frequent, mild or strong. I's passible for young
Mupbw’wﬁhtunmm
. childs

e s that you monitos
gam MaIntain & honest and healthy with
LIMITATIONS OF BBFC RATINGS them about the online world

It's important to note that there is no on on streaming video

services 1o use or display BEFC ratings. to this, we advise that
child streams the content. It Itis a good idea 1o put in place parental controls for all online
may use 10 purchase or download online

you check the rating online before
alsobe s idea to watch the content first or accounts which
g'um Store. PlayStation Store and

may
discuss it with other parents to help you decide whether or not it Is
games e.g The
suitable for your child. Micresoft Xbox bt

e -
hrs ol Source: www bbic co.uk Source: www.pegi.info

Natjono‘ A whode school cormmunity oach 1o ankne safety
Online www.nationalonlinesafety.com
SOFELY imoverimtoomsocioninmstetscomercatinen coe s
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Fortnite. The game sees 100 players dropped on to an
tsland from a ‘battle bus.’ where they have to compete until
one survivor remains. The last remaining player on the
island wins the game. Players have to find hidden items,

(Fovmne - Battle Royale. is a free to play section of the @m\

ROVALE

J

in proximity. The

x One. Mac and 1OS

such as weapons, to help them survive longer in the game =
To make the game more challenging there is an added twist }
called ‘the storm’ which reduces the sirze of the island from
the start of gameplay, bringing the players closer together
me is avaidable on PC PlayStation 4

4

MICROTRANSACTIONS
Mewly fentised Moy are releaced dadly and sre anly
nah‘ok 10 purchase withen J & heaws of e retesse

These are covmetic Mama (alled thmn gliders and

Uactive tor playens o purchase and sven (abedwities e
endarsing them Ao availalde 1o ppurchase i the gase i
A Ratthe Fass Whan o new Battie Pass s relessnd wnery
an ek 140 8 savien of thd - e
tewardy IluMullb‘n-wnM. wugh BWerent theny
Whaihever rewmardt they aihieve [ an thes be wied s the
e

IT CAN BE ADDICTIVE

Gasnes cas 10vt At et J0 manet e bust oo sores

amniw of how b thaw (hald (4 pleying Ty gamae

LIMIT GAME TIME

Povwni (o0 wie parentsl sardrots wn §Ehos and PO hmn the Sone o
TR 1 ey g Qarmes we (haie Bevic rs Be suare el the gome =
sronalie un KTY soill e dl vonr low 0coiledie wn 0d nisdodel WA hae
A L L e e
arsd ayren N by pore mohd e Them Lo phar T gromes boe §vae
Mlhn:ulalmnmu-qh“hw
1haen smay 8 e g ey B ey b s TR sty o e
A IR Bt of ALt they play | efhar T & Tate bt

PREVENT YOUR CHILD FROM
TALKING TO STRANGERS

There Iy an aption 1o tuen o the voue chat faature, whuch
meant your (hild wouddn 1 be abie 15 1alk 13 svpbody
Incuding thee friendt. However they woaskd 000 be abile o
ure the in app (hat and hoar other peaphe | (onveriatons To
turn off voice (hat, open the Settings mene s the top rght of
the main Fortnite page. then (dikh on the (og koa Open the
Auddie Lali at the top of the screen From there you Cam turn
oft vouiw chat

\\'hu[‘ yaren|s i H(l |03} ';

Online

Safety

»

HACKER ATTACKS

TR A Pad ween Beaems of wmime

emotes whiih change lhothuﬂr\ » arce bant do
ot improve the Once parthosed. the pleyer Sttt T parme ar el 0ol T wed b vlls o ot -
hay it wae o !huo 1 (e totum s The Cesagns are Sotutnng chergen

TALKING TO STRANGERS
DURING SQUAD MODE

ke e Vomg = T oTher plaper ) w The gee o e
Pur 01 (g (B w——_— She u‘&-&
v¥ee - e Fage s ol hama®t o
woaring fasdehonos te hoss e st
hu—w-—u..- mw
l‘&‘hp—u:wwww-oi—-.
ud-—lxhi.—

v v il mart Vo Cmtine . '- ~.-.'
o~ S ."‘-"‘ ""‘::(‘“.'-: psl .:‘-” o o ?‘:.--. — —ibete iy —_—rhy
ey ke 1 dithe hew te sop P ] R e Lo
U t;w-'nﬂulm e Ve garee m-
Al

IT CAN BE PLAYED ON THE GO

The game war rebsased on Gevicws i Aperd 2018 “REE"O PLAY

meaniag 1 cen be ple = thasut 1he reet b s horre The game [ trew 10 play Mowever o

R Gisiratiog thet vogemts wilivt o Do thaswasm. A% W Thot pou wil meec an Khos goid
Qo 1y avallplie putsde of Ihe hame o erty may net b whech doms regaire 2 fes

LOOK OUT FOR VBUCK SCAMS

N g et Tt puns  Bbd Sn 0 P of Da u sy st Dy

Y L. b hes Gmhae = i MEaan SN B jame e

Ciree Lo @l et phnt b 0 o] S ey heaid reen

Pt he s cae et o gt wrd S gy v e bt Lo g
P N e

RESTRICT PAYMENT METHODS

Portrite Bathe Royes s Toes ta gusy gome Dot Phary are
LIS Gy Tren ) ts Mt s oSBTyl pusiNasar ¥ g, &s w0
erl pras (Yand b Meds JIYTEIEL Smiand yea (BT e wat
B aPPE T tt ol B o 008 P lgOY M e
(A s mobs poymast) m he pame Bt mant te WIErST
B s i 2 s I A s B S SR S
(amaide PN ard Thase (am by perihosed ~ g B
Prmamts et t el Hhre P b i1 0 Y the st e
(Sbd wpe D, and remmaves e rand bee o et Satut  erd te
bt voeed wo D i st

National  swscew :
wWwWw. natlonalonlmesafety com

1OW (II)()U[‘

FORTNITE: BATTLE ROYALE

NO PROOF OF AGE REQUIRED

Tagring up 19 Me game i relativety vimple Users have the
e Yo g e with wither theor Fadebiook o G
ooty v s el s ras Wher sigring ug wi
el addrwrn o proetd of age s requited I paar cNId "
wrnde the sqe |rn 10 gt tant to ek whather youe
(el has e game drwnioeded

TALKING TO STRANGERS
DURING SQUAD MODE

Thars srw mary sccownty oo Facetront and Twitter whiih
et 1 grew sway free ERmpaen an Y ks ) for
WAl ol e ranralerred Yo theis Khan Live o PAN
et Asy giveaway promration o Fectivte will be in the

Pame Moy mpertent Lo (hech the sutharticity of there
ot wamnts hetare giving smey persunal infunimation In urder
S e W Db The mabuitas or accounts may vk youy o
ANEr e g ae Lt naeme deed partwoed in .'JO( 10 (adm

e sy o hase affery vewm Ltoa gaod W be 1rue, they
M'Nl

AGE RESTRICTIONS

Ham'tnamcrm rating of 12+, bven
hough the game indudas vielencs and weapons
Wt as cronsbows, grenade launchern rifles. pistols,
hatguns and more, PEGH vay “mare graphic and
readiatic looking violencs towards fantavy characten
 allowed Any violence towards human charactars
et leok unreslint bwis iV 1 of enly minor
or trivial i, Yk s 8 slap” making the game
natable for ihddren aged V2 and aver

&Top Tips for ParentS™ s

SHOW THEM HOW TO MAKE
A REPORT

1 g Nkl abwvnt 4 plaper o pleying oc talhing
e e tataly pun Pusdd adviie them b tepart them. Tu
regent o phayer pon can uie the i garne teedlaach ool
b avad n e Mgim Mawi of lh-.:om Additionaly, yuii an
et 0 phayer 10 gamne when wpedlating them

USE A STRONG PASSWORD
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At National Online Safety we believe in empowering parents, carers and trusted aduits with the infermation they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesalety.com for further guides, hints and tips for adults.

There's a very good chance you've heard of Minecraft. The block building phenomenon is, arguably, the QQQSTR’C)
most beloved video game of all time which has mana to maintain its popularity since its first release o
back in 2011. Nine years later, it still has a huge userbase of 112 million people playing the game every

month. Accessible to those 7+, Minecraft can be a gateway into a world of learning and exploration which

encourages players to use their imagination to build three-dimensional worlds with virtual buildin
blocks. While Minecraft is considered relatively safe ?ononlly sruklng, there are some safety precautions
parents may want to consider before allowing their children loose on the game.

« What, paren(s need {0 know abouf, ‘5

MINEGRAFT = |

OPEN TO HACKING — s [ RISKOF GRIEFING pY vl

Hackers can be » resl prablem in any online : . 2 e Griefing Is when purposely upsets another player
Qamae, Including Minecraft. Some A - during the game. This can be done by ruining semebody’s
Individuals can access other people's games - tion or lly doing thing to
to disrupt their play time, of even worse, . - -

email

and 0 on, It would be Incredibly rare and 3 4 and an innocent comment (n one person’s eyes could
wunfortunate to emcounter a player like this, ( a3 bullying by cbody elie. Stealing dees, de
but it does happen and must be taken as » p things that take hours 1o build and harassing innocent
sarious risic a players can all be commonglace if care lsn't taken,

+

CONTACT WITH STRANGERS ' ADDICTIVE NATURE 1

S e e e || ' e i e
n behaviour,

‘SCARY’ CHARACTERS FOR YOUNGER GAMERS

For the most part, Minecraft is not & scary game. Despite thés, there are certain characters in the game that In may find
mmmw:.nummmmdmm“m“muuwummmmwmm&qmwmm

N

' BLOCK STRANGERS AND
ll unwmo CONTACT

CREATE_A PRIVATE SERVER ,,_

W R

CREATE SERVER WHITELISTS

P ——— P ——— Essertially, this m“mm create o communtty made
dn*mim:um-mnﬂmzm- peopse both the Ronow, reducing any risk of with g o ~ o

Meet our experf, N
Mark Foster has worked in the gaming industry for 5 years as a writer, editor and | ( '

presenter, He is the current gaming editor of two of the biggest gaming news sites in
the world, UNILAD Gaming and GAMINGDible. Starting gaming from a young age
with his siblings, he has a passion for understanding how games and tech work, but
more importantly, how 1o make them safe and fun.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety

Users of this gulde do 3o at thedr own discretion, No labllity is entered into. Current as of the date of refease: 15.01.2020




What parens need fo know about,

TikTok

| BEING INFLUENCED

of insdequacy and izw sell eiteem or becsme rweyed
by cartam opniens.

INAPPROPRIATE SONG LYRICS

National
Online
Safety

. TALK ABOUT THE PITFALLS OF
OVERSHARING

Encourage your kids 10 slwayt think before they do. say, like
or post anything anline, eaplaining that their digstal
foctprint’ cam shape their anfime reputation and the way
that other pecple see them. Something they may find funny
and entertaining now may impact them in the future. Talh
about how 1o desl with paer prevswre and how doing
somathing they think will impress athen could sffect them

HANDLING CRITICISM

While IT% fantastic to see your child being Crestive sedl
erpresiive and booding with pevple with similar interwits,
they nesd 10 be sware that not everyuns will be wpportive
usoline. Comments can be negative or even cruel. Make rere

they know how ta commant respectfully and handle

Oy

l

A A CONCERNING CONTENT

Sotme of the cutfits and dance mewes in videst can be owertly

sexusl and provecative There have 8o been reparts of 1ome

wsery sharing cancavning comtent, such ae videot that prosmete
anorusta, porm. sell-harm and viclerce.

DANGEROUS TRENDS &
CHALLENGES

Om TikTak, there are sheayy ‘trending challenges and
hashiags that wsers can copy or build upom. anid semetimes.
these challanget can pose riki 10 young people.

STRANGERS CAN FOLLOW
YOUR CHILDREN

If your child's peofde is spen. strangers Can e the app to

e
SIGNING UP WITH THE
CORRECT AGE
When sigring up to TikTak, you are prompted to input your
birth date, if your child Inputs their age a1 ‘under 13 the app
will mot allow them to sign up and will be locked for 24 hours.
The app b intended for users aged 13+, 30 explain that the
rating s there for a resson: to keep them protected from
online dangers. It s actually possible to watch TikTok videos
without even cresting an accownt, +0 it's impartant to check If
yosr undernge child has downdoaded the app to their devices

USE THE'DIGITAL
WELLBEING'SETTING

I you're concarnad about the smaunt of time your child s
spending an TITak, in the spp's vetting, you can seritch
on & feature called Digital Weiieing. This inchades ‘Screen

negative feedback. In the app’s Privecy and Salety satting
your child can decide whe can react 1o thelr videos, whae can
comment, and who can send them peivete chat mesiages
We tuggest using these settings 40 only thelr friends can
Intaract with thelr posts.

© Nationod Ondine Satety Uid

VA A O e pame Pe (et che

M to mit the of time your child spendy
on the app

SETTHE ACCOUNT TO PRIVATE

This means that caly people wha pou snd your child spprove
of canm see their oeations. Ta make an account privete, tap the
three dots at the 1op right of the screen 1o sccess settings,
Click Privacy and Safety’ Scrall dowm until you find Private
Account’ and turn this setting on

IN-APP PURCHASES

Of courna, a3 with masny apps. there's 2 paid element to
TikTok Users can by virtisal coins to be sschanged for

muquwwutnnmumm
Pattan

ANYONE CAN SEE YOUR
CHILDS CREATIONS

TikTok ancaursges Usars 9 ‘thare their patsien and crestive
rpreron Whaie videws and while semething may
soem fun at Uve Llime, videos can get in the wrang hands and
caue emmbarrnsament in the futurs. |f posted patilicly.
Arvyome 0 the world can see pour child's hememsade music
 widen and patantially cause buying withun persanal
friendusip groups or even onbine.

——

“) REPORT INAPPROPRIATE comenﬁ

1f you or yuur child see something on TikTok that sppesrs to be

| Inapprupriate, they can repart content in different weys within

the app. They can report an actount, vides, commant or that
wonversation by simgly tapping Report’ in the aap's 'Digital
Welbeing' feature, there is also an Eahanced Restricted Model
which limits the appearance of videos that may not be
sppropriate for ol audiences

AVOID IDENTIFIABLE OBJECTS.

T emsure that theres no wiry of anyona tracking your child'y
location or identity, maks it cluas 10 them that they should
nawer lm & video In their school unifarm or nesr & landmark
that gives away whers (hey bve.

DISCUSS IN-APP PURCHASES

To lower the rish of yewr child making accdental in-app
purthases, 1each them sxactly what in-app purchases are and
the rishs of making them without permission. Tell them that
thay are not essential 1o enjoy the app and that i they want to
mahe & purchase, they thould always sk you befurshand. in
the apg) Digital Wellbeing feature, w bt the option 1o
disabile the functien of purchasing coim d vendhing gifts

|
b SE—————
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The term ‘catfiuly’ was coined in » 2010
documentary about a man who developed an
online relationship with a woman, only to
discover the person he thought he was
Communicating with was someone ehie
Catfishars make up lite stories and use
phatographs of unsuspecting victims to create
fake identithes. They will share kfe experiences
jobss, friends and pographs to the fake
accounts. The aim of the perpetrator may be to
hare victima into & sexval relationihip. but they
can also be part of social engineering to trick
people out of money After budding up trust
and developing an onkine relationship.
catfishor may ask for cash for a loan, money for
travel, or some other form of payment.

Encourage your child to talk to thesr trusted
MIMMMMM‘“MM

Labie partcularty f someone
don't know has contacted them. Remnd

reQuets o ¢ y
don 't know online. and 10 sk & parent or Carer
i they are unsure. 1t is also very important to
dosely monitor thetr Internet ULage o you are
aware of who they are with.
MHMmMW Nave
1000NE with yous
m‘dmmnmummm

online. the imporiance of
information and that that

could them thowid not be thared

. What parenfs need fo know about

EATFISHING

In this technological era, making friends online and
communicating with them are normal parts of iife. Unfortunately,
there are people out there who may try and exploit your trust,
Catfishing is when someone creates a fake online profile to trick
peopie into thinking they are somebody else. They assume a fake
identity and goes the extra mile to make thew victim believe that

they are exactly who they say they are.

&WORRIES

Cathaling can escalate very quichly Ay
someone sxecuting a cathihing wcam n looking
10 achieve a goal  whatever that may be they

are lihely 10 want 1o get things moving ey
quichly as possible. The victim may be
encouraged to develop a relationthip faster
than they are comfortable with in addition to
thin. people who (reste lahe identities could
#h0 be Laking the victim s photos and
pretending to be them It in common for
frouditens 10 post pectures stolen from sociel
media vter induding Facebook and Instagram

“ A . W
-
L 4 .lhqwl

& C.s

Go through your ched y security and privacy
rettings tharoughly 1o enture that thew online
profies are set to

fnends can see

them. N may alio be 2 good idea to (heck
your chidd s friends kit with them do
hey ARG 1TV everyone on the ket ! in
some (ares it 1 SRR 1O MOP young people
from talhing to new people I these
o G* your (hibd 1o e
Cunous and sk lots of Quethion: rather than rely

on the nformation given w 1omoone 3 ondine
prohile Do they have wt“lnnq.
Aow ded that person them and miry did they

reach out! 1ty vital that they know aever to
ArTange 10 meet Up with people (hey Meet
Gniine and never 10 vend Money (0 Ihe  either
INetr own or from pour sccount

OTHERCONCERNS ‘&=  HOWTOSPOT b\,

CATFISHING

Profile puctures and other photos that are
posted can be big indicators. To avold
revealing their real identity, & catfaher may
utre tock images of models. other people’s
photos or photos in which it s difficult o see
their face. Thay may try to limwt chat to
text based mesraging and anything involving
video is Whely 1o be thunned for fear of
revealing their true identity. Through the
coursve of converiations, there may be
inconmutendies with what is sald, o inttances
of people being very vague in response to
1pecific quettions about themielves

Make s that you and your chibd 1 sware of
how 10 report and block accounts on oll
platforms that the child uses. You can report

mh“m“umm
chack by using Google image search. You can
» photograph and Google will show
related images wred on other wetnites This
-‘Mmlmdnh photos
that your chibd has pe ne 11
his is the case, n“bnpondnm

MapQCops tate
< Uivity has Laken phace. you should report 0
the polics

\J
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Todi ITis needed. This guice fOoCUISE ON ONe OF MANY ApPs WINCH we Delieve trusisd adults shousd De awars of, Fiease Visit www.nationgioniinesarely.com 1or further guides, Hints and tips for aduits.

What Parents & CarersiNeed\to\Kknow/about

5. Q
el c (voice lIts]
messages can only.be viewed|by/the sender) o ( Svs 'S \P %ro,.“‘gl‘o&
privacy policy.in 2021 (involving sharing data,with parenticompany, Fucgbook)L:o_L‘Ls;d milliorl,s'(o leave the app, but the
new policy was widely misinterpreted/=iit/only,related|tolWhatsApp;sibusinessifeatures, not to/personal messages.

“%
ONNY ‘ (

POTENTIAL CYBERBULLYING
SCAMS . 2 N\ N & Group chat ond video calls ~

. are great for connecting with { TR
Fraudsters occasionally send WhatsApp N y -~ multiple people in Wha nA_pr, but (D@ #l ’
messages pretending to offer prizes - : N ), thereis always the potentia for @&
encouraging the user to click on a link to someone’s feelings to be hurtby an

win. Other common scams involve 4 unkind comment or joke. The 'onl( |
wurninP someone that their WhatsApp admins’ feature gives the admin(s) of o |
subscription has run out (aiming to dupe ’ ' group control over who can send

them into disclosing payment details) or . | messages. They can, for example, block
impersonating a friend or relative a \ = {_ people from posting in o chat, which could
asking for money to be transferred to -y make a child feel excluded and upset.

help with an emergency. \ \ . —
DISAPPEARING MESSAGES "~ 1 mm“g{‘“‘:{f‘f'“‘y S

Users can set WhotsAp? messages to A | only need the mobile number of

disappear in 24 hours, 7 days or 90 days > the person you want to message

by default. Photos and videos can also be (the other person also needs to have
instructed to disappear after the 4 the app). WhatsApp can access the
recipient has viewed them. These files 4 4 address book on someone’s device and
can't be saved or forwarded - so if your recognise which of their contacts also use
child was sent an inappropriate -~ the app. So if your child has ever given
message, it would be difficult to prove their phone number to someone they don't
any wrongdoing. However, the recelver . know, that person could use it to contact
ca{:’toko a screenshot and save that as \ { them via WhatsApp. \
ovidence. y a

ENABLING FAKE NEWS ﬁ LOCATION SHARING  ¥2)

The ‘live location’ feature lets users

WhohA|pp has unfortunately been linked K ; | share their current whereabouts,
to accelerating the l;uond of dan?orous g allowing friends to see their movements.
rumours. In India in 2018, some outbreaks ..+ WhatsApp describes it as o “simple and
of mob violence uprour to have been secure way to let poorlo know where you
sparked by false allegations being shared are.” It is a useful method for a young
on the app. WhatsApp itself took steps to . person to let loved ones know they're safe
rrevent ts users circulating hazardous ¢ = but If they used it in a chat with people

heories and speculation In the early th.{ don’t know, they would be exposing
weeks of the Covid-19 pandemic. y thelr location to them, too.

i%

lce for Parents & Carers (71
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CREATE A SAFE PROFILE EXPLAIN ABOUT BLOCKING Q'(T:’ REPORT POTENTIAL SCAMS

Even though someone would need a child's If your child recelves spam or offensive - Young people shouldn't engage with any
hone number to add them as a contact, messages, calls or files from a contact, they & message that looks suspicious or too good
t's also worth oltorln? a Ioung person’s should block them using ‘settings’ in the chat. to be true. When your child receives a
profile settings to restrict who can see their Communication from a blocki won't message from an unknown number for the
hoto and status. The options are show up on their device and stays undelivered. first time, they’ll be given the option to
everyone’, ‘my contacts’ and ‘nobody’ - Blocking someone does not remove them from report it as spam, If the sender claims to be
choosing one of the latter two ensures that our child’s contact list - so they also need to a friend or relative, call that person on their
your child’s profile is better protected. e deleted from the address book. usual number to verify It really Is them, or if
It's someone trying to trick your child.
e

LEAVE A GROUP THINK ABOUT LOCATION | DELETE ACCIDENTAL : CHECK THE FACTS

If your child is in a group chat thatis [ If your child needs to use the ‘live MESSAGES You can now fact-check
making them feel uncomfortable, or location’ function to show you or WhatsApp messages that
has been added to a group one of their friends where It your child posts a message 'h°¥ have been forwarded at
that they don't want to be they are, advise them to want to delete, WhatsApp allows the  jgq¢t five times, by
e‘cn of, they can use mwsy  share their location ong ™ user seven minutes to erase a double-tapping the
hutupp'n group settings #% | foraslong as they need to. , message. Tap and hold on the magnifying glass icon to the
to leave. If someone exits a | WhatsApp gives a range of message, choose ‘delete’ and then rbgrﬂ of the message. From
group, the admin can add = “live location’ options, and your delete for everyone.’ However, it's there, your child can launch a “
em back in once; If they ; " child should manually stop sharing important to remember that Google search and decide for
leave a second time, it is their position as soon as itis no | recipients may have seen (and themselves whether the L+ @

taken a scr of)ar
permanent. longer needed. CEREe A talated: 9 u ge was true or not.

Meet Our Expert f " NOt.I0n0|
Parven Kaur Is a sociol media expert and digital media z’ A Onllne

Sy

for parents and children. She hos extensive exper
sociol media arena and Is the foun idsN
resource that helps parents and chiidren thrive in a digital world.

consultantwho is passionate about improving digital literacy . S afetys

- .#WakeUpWednesdag

@ www.nationalonlinesafetycom Y @natonlinesafety [ /Nationaloniinesafety @nationalonlinesafety
Users of this guide do 8o at their own discretion. No liability is entered into. Current as of the date of release: 02.03.2022




At National Ondine Safety, wa believe in smpowering parents, carers and trosted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is neaded. This guide focuses on one of many apps that we believe trusted adults should be aware of, Pleass visit www.nationalonlinesafety.com for further guides, hints and tips for adults

What Parents & Carers Need to Know about

> YOUTUBE

YouTube is a video-sharing social media platform that allows billions of people around the world to watch,
share and upload their own videos with a vast range of content - including sport, entertainment,
education and lots more. It’s a superb space for people to consume content that they‘re
interested in. As a result, this astronomically popular platform has had a huge social

N

« Z

.y _’
INAPPROPRIATE CONTENT

YouTube is free and can be accessed
via numerous devices, even without
creating a YouTube account. Some
content is flagged as ‘age-restricted’
(requiring the user to be logged into an
account with a verified age of 18), but
children can still view some mildly
inappropriate material. This can include
profanity and violence, which some
young users may find upsetting.

N\
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CONNECT WITH STRANGERS

YouTube is a social media platform
which allows people to interact with
other (usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
messaging other users directly.
Connecting with strangers online, of
course, can potentially lead to children
being exposed to adult language, to
cyberbullying and even to encountering
online predators.

—TC L L

SUGGESTED CONTENT

YouTube recommends videos related to
what the user has previously watched on &
their account, aiming to provide content
that will interest them, This is intended to
be helpful but can also lead to
bln‘a:-wutchlng and the risk of screen
addiction, especially if ‘auto-play’ is
activated, Users without an account are
shown popular videos from the last 24
hours, which might not always be
sulmblo tor children.

impact: influencing online cuiture on a global scale and creating new celebrities.

N

)
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Content creators can also be put at
risk -~ especially young ones who try to
make their online presence as visible
as possible. Creat nP and uploadin
content exposes children to potential
harassment and toxicity from the
comments section, along with the
possibility of direct messaging from
strangers. Videos posted publicly can be
# watched by anyone in the world.

T —
'S TRENDS AND CHALLENGES

YouTube is teeming with trends, .
challenges and memes that are fun to
watch and join in with. Children often find
these immensely entertaining and might
want to try them out. Most challenges
tend to be safe, but many others may
harm children through either watching or
copring The painful “salt and ice

hallenge’, which can cause injuries very
quickly, is just one of many suc

examples.
TT—

S SNEAKY SCAMMERS o

Popular YouTube channels regularly have
scammers posing as a well-known
influencer in the comments section,
attempting to lure users into clicking on
their phishing links, Scammers
impersonate YouTubers by udop!lng
their names and profile images, an
sometimes offer cash gifts or ‘get rich
cn.ulck' schemes. Children may not realise
t cg these users are not who they claim
to be.

-
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TRY GOOGLE FAMILY

Creating a Google Family account allows
you to monitor what your child Is watching,
ugloodin and sharing with other users. It
will also display their recently watched videos,
searches and recommended videos. In general, a
Google Family account gives you an oversight of
how your child Is using sites like YouTube and
helps you ensure they are only accessing
appropriate content.

MONITOR ENGAGEMENT

YouTube is the online viewing platform of
choice for billions of people, many of them
children. Younger children will watch
different content to older ones, of course, and
react to content differently. You may want to
keep an eye on how your child interacts with
content on YouTube - and, if applicable, with
content creators - to understand the types
of videos they are interested in.

APPLY RESTRICTED MODE

Restricted Mode is an optlonal setting that
prevents YouTube from showing inappropriate
content (such as drug and alcohol abuse, graphic
violence and sexual s| !ua!ions) to underage
viewers. To prevent your child from chancing
across age-inappropriate content on the
glatlorm, we would recommend enabling

estricted Mode on each device that your
child uses to access YouTube. M
%
4',",\

CHECK OTHER PLATFORMS

Influential content creators usually have
other social media accounts which they
encourage their fans to follow. Having an open
discussion about this with {our child makes it
easier to find out how else they might be
following a particular creator online. It also
opens up avenues for you to check out that
creator's other channels to see what type of
content your child is being exposed to.

Meet Our Expert

Clare Godwin {ak.q. Lunawoll) has worked as an editor and
tin the gaming industry since 2015, providing
vith event coverage, reviews and gaming gl
Sheis the owner of Lunawoll Gaming and is currently working
on various gaming-related projects including game
development and writing non -fiction books

B, CHECK PRIVACY SETTINGS

YouTube glves users the option of uploading
videos as "private’ or ‘unlisted’ - so they could
be shared exclusively with family and friends,
for example. Comments on videos can also be
disabled and channels that your child is
subscribed to can be hidden. If your child is only
uploudlng videos that are protected as 'private’,
they are far less likely to receive direct

messages from strangers. E

LIMIT SPENDING

Although YouTube is free, it does offer some
in-app purchases: users can rent and buy TV

=%
shows and movies to watch, for example. If

(‘0’
. Yyou're not comfortable with your chil
purchasing content online, limit their access to
our bank cards and online payment methods.
unn:aronts have discovered to their cost that
ach hoppilr devouring a paid-for series

quickly leads to an unexpected billl
' Online
Safety
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Snapchatis a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a ‘story’ shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app in
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app
Snapchat to “make you look pretty.”

EXPOSING YOUR CHILD’S
EXACT LOCATION

The ‘Snap Map‘lets you share your EXACT location in
real-time through a map on the app. The user’s
location updates when the app has been opened on
the device, There is a warning on the Snapchat

bsite about upload and videos to ‘Our
Story. stating that "snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
location setting you choosel.”When uploading to
‘Our Story,’ your child’s image or video could appear
in“Search results and Stories on or off Snapchat -
today orin the future,”

LENS EXPLORER

The ‘Lens Studio’ on Snapchat gives users the
freedom to use their imagination to design their own
filters for themselves and others to use, Snapchat
states that the lenses users create “must comply with
our Lens Studio Submission Guidelines and
Community Guidelines and must be appropriate for
Snapchatters ages 13+"The ‘Lens Explorer’in the
app now enables users to choose from thousands of
these creations to alter their snaps. Anyone can
create alens for Snapchat, which gives
opportunities for age-inappropriate content to
be uploaded.

THE RISKS OF SEXTING
Itcan be slightly awkward talking about this topic with your
child, but if it helps them protect themselves, it is worth it.
Talk to them about the consequences of sexting and make
sure that they're aware of the risks. Ensure your child knows
that ‘Snaps’ can be screenshotted. Teach them that if they
post anything potentially embarvassing or harmful (either of
themselves or someone else) it can have severe
consequences as the mess:‘?e,himageo« video can be shared
rther.

REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE

If your child comes across inappropriate Snapchat content
sent directly to them or in another person’s story, advise
them to report it immediately. This may include an
inappropriate lens, filter, message or snap. Toreportan
offensive lens, they should open the app and select the lens
they want to report. An info button will appear above the
lens. Click this, followed by the flag icon. This will send a
report to Snapchat for further investigation. Reports can also
be made on the Snapchat support website:
support.snapchat.com.

National
Online
Safety

SCREENSHOTS & SAVED
MESSAGES

While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which

has been sent to them. Users may sometimes forget

that screenshotting is possible and send a

compromising image or message to somebody who

they think they trust. They may also accidentally
send an image or message to somebody who they

do not trust. Simply by pressing and holding a

message, the user is able to save a message they

have received, which can be screenshotted or used
againstthem at a later date,

SNAPSTREAKS & ADDICTION

‘Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes, Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks aslong as possible, which can
put anincredible amount of pressure on both
themselves and their friendships.

USE ‘GH
We highly recommend enabling‘Ghost Mode’ on the app so
that your child's location will no longer be visible toanyone
on the‘Snap Map:To enable this, go onto the Snap Map and
tap the cog in the top-right corner. Here, change the setting
to‘Ghost Mode.

X HOWTO DELETE AMESSAGE

Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message,
simply press and hold the sent message and press delete.

TURN OFF ‘QUICK ADD’

“‘Quick Add’ helps friends find each other on the app. This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the‘Quick Add’ feature. This can be done in
the settings.

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at heilo@nationaloniinesafety.com or calf us on G800 368 8061

EXTING

Due to‘Snaps’ disappearing, (users can even
send a one-second photo or video), Snapchat
has become the chosen platform for children

and young people to send sexually explicit
images or‘selfies! Once a photo/video has been
screenshotted, or recorded using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. Itisillegal
to make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18, This also includes any
sexual images, photos and videos that a child
may have taken of themselves. However, ifa
young person is found creating or sharing
images, the police can choose to record that a
carime has been committed, but taking formal
action isn’tin the publicinterest.

SNAP ORIGINALS

Through ‘Snap Originals), users can watch content
which has been created by Snapchat on the app,
including comedy shows, drama, news and more.
Additionally, there are new lenses and filters
available, inspired by the ‘snap originals® shows. This
isanother feature to encourage addiction.

RESTRICT STORY VIEWS
Your child can add videos and images to their‘Story’
throughout the day which will last for 24 hours. By default,
anyone in a user’s friends list can see their story. We
recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story’ section.
The options to choose from are ‘My Friends, ‘Everyone’ or
‘Custom’ - we suggest that it is set to‘My Friends!

f@@
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GROUP CHATS

Occurring|through moqu lap vl | andiin/online/gamesigrouplchatsiareloamongithe! ’
poplor ways that young peopl '”Lthhlr rsionline¥InvolvingiBy/detinition™
¢ rs to send messages; imagesandivideosito! N
l‘gﬁ_hﬁplng friends; peoplelwithishared

three'ormorelindividual
ers of a club to communicate and coordinate activities;ithey can

\WHAT ARE
THE RISKS?

| BULLYING

Unkind comments or images which

are %x;vpouly aimed ot an individual

can be shared freely in a group chat -

allowing and often encouraging others

to join in the bullying behaviour. If this
ontent is shared in o groyp of their peers

‘('upoclal)y a larger group), it serves to

amplify the hurt, embarrassment, anxiety

and isolation that the victim feels,

=y
EXCLUSION AND ISOLATION

This common issue with group chats can ‘

happen in several ways: sta a new

group, for instance, but deliberately excluding

a certain child. Likewise, the chat may take
place on an app which one child doesn’t have
access to, moonln? they can't be involved, A
child can also feel isolated when a group chat is
used to discuss or share images from an event
that everyone else but them attended.

INAPPROPRIATE CONTENT

Some discussions in group chats may
include lnorproprloto words, swearing and
unsuitable images or videos. These could be
viewed by your child if they are part of that
group, whether they actively engage in it or not.
ome chat apps have a disappea message
function, so Kour child may be unable to report
something they've seen because it can only be
viewed once or for a short time.

Aice for

ﬁéren!s & Carers

also leave young people feeling excluded and bullied —las welllas 'providing
opportunities for inappropriate cont

be'shared/and viewed

SHARING GROUP CONTENT

It's important to remember that - while the

content of the chat is private between those

in the group - individual users can easil

share a message, photo or video with ot

outside of the group or screenshot what's been
sted. The risk of something your chijd

ntended as private b omlng public (and

potentially golng viral) is higher if there are

people they don't know well in the group.

- AT I
UNKNOWN MEMBERS &' 0.0
Within larger ﬂroux chats, it's more
likely your child will be communicating
with people moz.don't really know. These
strangers ma friends of the host, but
not necessarily friendly toward your child,

It's wise for young people not to share
personal details and stay aware that they have
no control over the messages and images they
share after they've put them online.

=, 2
NOTIFICATIONS AND FOMO

A drawback of large %roup chatsisthe |
sheer ber of noti Evory time — &)
someone in the group messages, your child’s
device will be ‘pinged’ with an alert: potentially,
this could mean hundreds of notifications a day.
Not only Is this hig‘hw distracting, but young
people’s fear of missing out on the latest
conversation results in'increased screen time as
they try to keep up with the chot.

CONSIDER OTHERS' FEELINGS

Group chats are often an arena for ,\
young people to gain social status. This

could cause them to do or lox’ things on
impulse, which could upset o -
group. EncouvuPo rour child to consider how™™
other people might feel If they engaged in this
behaviour, If your child does upset a member of

their group chat, support them to reach out, show

empathy and apologise for their mistake.

PRACTISE SAFE SHARING

young people to be aware of what they're
sharing and who might potentially see it.
Discuss the Imronunco of not revealin:
identifiable details like their address, their
school or photos that they wouldn't like to be
seen widely. Remind them that once somethin:

is shared in a group, they lose control of where it
may end up and how it might be used.

y — /
Meet Qur Expert

In any online communication, it's vital for b/]

re Sutheriand is an online safety consultant, educator
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Remind rour child that they can confide in you if
they feel bullied or excluded in a groug chat,
instead of responding to the person who's upset
them. Validate their hurt feelings and help

to put them back in control by discussing

how they'd like to handie the situation.

On a related note, you could also

empower your child to speak up if they're

In a chat where others are being picked on.

AVOID INVITING STRANGERS

SudlY, many Individuals online hide their
true Identity to gain a child’s trust - for
example, to gather information on them,

to exchange napﬁroprlolo content or to coax
them into doing things they aren’t comfortable
with. Ensure your child understands why they
shouldn’t add people they don‘t know to a group
chat - and, es| ally, to never accept a group
chat invitation from a stranger.

&
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BLOCK, REPORT AND LEAVE  \

If your child is in a chat where
Inapprogrioto content Is being shared,
advise them to block the users sending
the material, report them to the host un)

or platform and exit the group. If any of this
content could be putting a minor at risk,
contact the police. Emphasise to your child that
it’s OK for them to :Implr leave any group chat
that they don‘t feel comfortable being a part of.

SILENCE NOTIFICATIONS

Having a phone or tablet bombarded with
notifications from a group chat can be a *
massive irritation and distraction -

peciall ‘s happening late in the
ovonlnﬁ. Exp!aln to your child that they
can still be part of the group chat, but that it
would be healthier for them to turn off or
mute the notifications and catch up with the
conversation at a time which better suits them.
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At Natlonal Online Safety, we belleve in empowering parents, carers and trusted adults with the information to hold an informed conversation about online satety with their children, should they feel
It s needed. This guide focuses on one of many lssues which we belleve trusted adults should be aware of. Please visit www nationaloniinesatety.com for further guides, hints and tips for aduits.
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/An|estimated onezthird|of/children havela social medialc
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hvanOnc Iumodlo,ltcun asy,to go do at are beneficial to o
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whlch o '. g peop b Q D dre o be aware of

) 6. MONITOR THEIR ACTVITY

Keeping a discreet eye on how
child Is using soclal media can z’.
\4

1. UNDERSTAND THE .73

Al hms rank content by user

eone ensure not enteri
:ﬂm'&'& w'&m muwwm dangerous situations. As grow
see the latest mmn\empouhdr up, omqpfﬂ!&enmd'wx;%u
hodl.(l'l':ewlué‘:inouurbmu:m' » cmnlloecosuﬁryuktomm
what will be recommended to them in ﬂ‘:&'"‘ looldnsﬂt-louwmb rent
re. Someone who's had a bad day about your own soc use and
and looks for posts which their :

br i) o e £5)
@ 1-TURN OFF PUSH ©
NOTIFICATIONS &

Even for aduits, it's tem to check
an emall or u' osmo’:gnustho

2. AVOID THE MAIN FEEDS

(o8
Aleng the default feeds on &
soclal media platforms limits the
g‘moun:‘ of recommended ct:ntont gc
at’s shown. Users can o only -
scroll through the oﬁ
se restricted mode.

l
highli ht sts that they don't want
toguagmo‘:: of. Explore the platform v
sofety settings to see how can
take control of what your child’s phone
:hows them when mcy open the upp

3. DISCUSS WHAT
THEY'VE SEEN

Chatting about what your child’s seen
online keeps you aware of the content ¥
v{n (motuctlng with. Don't assume *
latforms are screening out
inappm ate material, or even that
ur child would recognise contentas )
ng harmful. Dlseun whothoy
W follow, what ike and what
comes up in olr s ll alarm bells
ring, it could be time for a more z
in-depth talk or to seek support. "

4.LEARNHOWTO 4
HIDE CONTENT t&, — Mental health professionals often

If your child stumbles across ‘ Q ( highlight the im) ince of exercise,
‘ unsuitable content on social / qunlly time with loved ones, a
media, there’s the option to hide balanced diet and restful sleep for our

us have other th ch noed to
focusonasa - and those
notifications will still be there later,
when we have more time.

8. USE DEVICES TOGETHER

Giving children intemet-enabled
devices and complete freedom to

explore rms on their own can
result in exposure to hugely damaging
content. You could der muklng a
particular area at home a designated )
space to use nes, tablets and so -
on - making it much easier to monitor |

t content your child is viewing and |

if necessary) steer them away from

any potentially harmful paths.

. - -

that pou as well as indicating you'd . mental wellbeing. Spending hours on
g gro'or any similar material not to S social media can cause us to sacrifice
e suggested In future. On some i o~ other activities that our brains need to
latforms, you might also be able s feel well - so encouraging your child to
0 block m that contain specific - putdown their l'r‘g
= N words, which is an excellent way to : ing doesn't ve a

start loklng control of what your
child soes onl onllno

mnn can bon'ﬁclul

be immensely
< 10. TALK ABOUT PEER b
5. SET DAILY LIMITS 0 PRESSURE

9

. Phones and most wpccon tdl Moat i ‘
E:ndlng"t‘oug'l‘o'ng onllno oun mean a gICOOU:.n? to pﬁvcm. so onl oon ‘“
d misses out on other activities o

their la roducos the risk of
bull or unkind comments, but -
Jjustlike offline life — the digital world
can still make children feel as if tho¥it

y that are important to all-round
waelibeing. You could set some family
rules - for one to follow - around
dovleou lu as screen time limits

Invol need to act or look a certain way to
chld in cucthg this "'.",ﬂ””' in. Talk to your child t4.:::0\:1
any concerns so
makes them more Il to stick to it. ‘Yopfelmu b pcwldommo ok ppz el
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Meet Qur Expert

Shazia Sarwar-Azim Is executive headteacher at a specialist
primary school and, as an emotional therapy coach, works with
school leaders to focus on the SEND, mental health and wellbeing
agenda. A passionate advocate for vulnerable leamers, Shazia isa
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Fellow of the Chartered College of Teaching and the author of The ‘ . * Safetw
Rainbow Within, a book which supports chiidren with SEMH needs.
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RTIFICIAL INTELLIGENCE (Al))
SOLUTIONS ‘

Al solutions are becoming Increasingly populor. Trained on vast datasets of text (such as books, articles and
websites) in order to learn patterns and relationships, Al solutions can generate text, images, oudio,
video, code or synthetic dato, and con be used for things such as crafting poems or books, creating

digital iImogery or dellvering video content. Recently there’s been significant discussion In
reiation to the benefits and risks of Al solutions, with many undecided on whether it will be
a force for good or potentiaily reduce the need for some job roles.

LACK OF
ACCOUNTABILITY

Fundamentally, Al solutions
are mochines or b

One of the potential risks of
children and

Al solutions don’t have the abllity
m\dmomu

‘
CREATE A SAFE ENWRONMENT PROMOTE CRITICAL THINKING

I possibile, try to be around when your child Explain to your child that Al solutions can be
oﬂu.dudonwomploymuu utodmonoof toois to help them research

ﬂlm?tryumdncuoom - - Ihol'm accopt @
ogo-lnq:pmrdo prh- nupomu t rupu\mmnedvom o?o
Asulhmytnddmbgy ;ommto themn to question, verity and think critically abou!
ror d:dwbumwmbm unitios — to g«boek anMMwN bind
a u an uso.
mumdcwom S Y

mcoumesuummrm@on @ _ CHECK SCHOOL RULES

Not on &would children supplement any use of software like Al Make yoursell aware of any rules or guidance your

with additional resources such as books and reputable internet child’s school might have about the use of Al solutions. Most

sites, but lhoy aiso should remember what they can learn from ) software is still extremely new, 3o many schools may not yet have
lnurccllon th other lo. Discussing things with teachers, a policy, however, it’s important to make sure your ehlkl is aware of
relatives ond friends isn't just an | rtant and often invaluable how 10 use it appropriately and will be using it Tor the right reasons.

aspect of learning - It's an essentiol part of life, too.
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Looking Atter Your

WELLBEING ONLINE

We all know that taking core of our minds and bodles Is essential to keep us feeling hoppy and healthy. The
thing is, we spend so much of our time online these days that it's also important that we remem
look ofter ourselves in the digital world, too. Our poster has got some simple but useful tips for
supporting your welibeing while you're gaming, on social media or just using the internet.
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LOOK FOR POSITIVE COMMUNITIES
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It is needed. This guide focuses on cae of many devices which we belleve trusted agut

10/top|tipsifor;safely|using

~ Kids love gadgets, and smartwatches - avalloble to buy from os little as £20 online ~ make o tempting gift. As
with any type of mobile technology, though, smartwatches can pose risks to children unless they're used
safely, Recelving unwanted calls, cyber-stalking ond dlttrocting a young person when they're cnonlng
tho road are oll known risks assoclated with smartwotches.

AVOID CHEAP OPTIONS
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At Naticnal Online Safety, we beileve In empowsring parents, carers ond trustad a@uits with the Information to held an Infermed canversotion about online satety with thelr chvidren, should they feel
It ls needec. This gulde focuses on ane of many lmues which we befieve trusted oduits shouid be aware of. Pleose vislt www nationsioninesctety. com for harther guides, hints and tips for odulta

Ten top tips for

STRONGER PASSWORDS

Passwords continue to be the most commaon way to prove our identity online. A combination of a username and o
password known only to the user provides access to our online occounts and data - and hopefully keeps
unauthorised individuals out. As a security measure, though, passwords are relatively weak. People are

often predictabie in how we choose our passwords, for example - making them less secure. With
increasing volumes of usernomes and passwords being leaked online, what can we do to keep
our data more secure? Here are our top tips for stronger passwords.

sorvices. Wh'o.n we reuse -
Sreciest e whetl wove UEd K
' -

or unexp treat it as suspich
untll you're able to verify whether it's

and safe, ing from o
position of lance and caution will
reduce the likelihood of you or your
child tricked by o malicious
email, or phone call,
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' SPOTIFY

.

AGE-INAPPROPRIATE [—
PODCASTS |

Spotity’s podeast eommn
exponential L3
Docirme a populor basg for milions

Spotify is a digital music, podcast and video service which gives users access to millions of songs ond r‘
other content from creators all over the world, Since launching in 2008, Spotify has revoiutionised the
way music is listened to: it now offers the ability to manoge ond share more than 100 million tracks
ond five million podcost serles, plus personolised recommendations, new relecse updotes and
the option to create collaborative ploylists. As of Februory 2023, it is the world's most
popular audio streaming subscription service with 489 million users globally.

As Spotify’s terms and
wgmmmdmb-ol
least 13 to use it. Thot sold, the
platiorm doesn't censor lyrics
uniess instructed to do s0 in the

settings - 5o It's worth noting that
young teenogers could still be
exposed to oge-|

songs which contain

dedicoted Chathunconotty, .
chat o
concerms were ralsed In January
2023 after reports of an Ti-year-oid
girl being coerced into mnn&'
plaﬁom' The -~ h moa @r’
[ h cose

predators’ tactics of

playlists with other users: their

messages were exchanged

being
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provides o perfect way to
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connect to another dovice, such os o
Bluetooth or an in~car
stereo. W this is o useful feature,
It's also sasy to
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SWAP TO SPOTIFY KIDS

if you're concerned about what your child might hear while streaming
music, Spotify Kids is a separate, ad-free service specifically designed

for children aged 12 and under. It cllows younger users to enjoy
human-curated, child-friendly content (such as music ond cudiobooks) and
is avallable to users with a Spotity Prem Famity subscription -

that parents can view and manage the content their child listens to.

CENSOR EXPUCIT CONTENT

there is an option to turn off explicit content in the settings - greying
out oll songs marked with an ‘£’ tag. If your child hos their own
individual account, it's easier for t to turn it back on - whereas with
a family plan, you're in control and your child can't aiter the setting
without knowing the password,

Regardiess of what t(upo of account your child uses to access Spotily, ®lﬂ‘
=
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Carty Poge is an experdenced technology joumalist with o

trock record of mere thon 10 yaars in the Industry. Previousty ‘
the editor of tach tabloid The Inguirer, Carly s now a
fresiancs technology joumalist, adtor ond consuitont
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on to shows, stories,
Interviews and moz = with content
an array , This
ncuded some which lent
sultable for minors, including audio
which is obviously aduit-themed,
but can be just as easily occcessed

as eve else.
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i your child has o
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TALK ABOUT THE RISKS

As with any platform, it's good ctice to talk to your child about

what they should be aware of mn using Spotify. For instance, it's
important t re aware never to share any personal in with
strongers, and what they should do if m-?):- exposed to iInappropriate
content. £ them to think critically about what they see and hear

10 that they feel comfortable raising any concerns with you.
L
KEEP AN EVE OUT 99
if you're concerned that your child is spending too much time on
they're bdr&pomculony secretive about how
they're using it, encourage them to tolk about what they’re listening to. it's

Spotify or you've noti
pru t to show an interest in their online habits from the outset - so

| you’re confident they're using ?pa and services in the right w?y‘n,"lgv. the right

reasons, and they're not being drown into anything they shoul

National
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Safety

| #WakeUpWednesday

n INationalOnlineSafety @ @nationalonlinesafety

Users of this guide do seo ot their own discretion. No liability is entered into. Current as of the date of release: 22.02.2023







